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Abstract of the contribution: This contribution proposes way forward on the 5G ProSe CP security procedures
1 Progress in SA2 #150E and SA2 #151E
SA3 had informed SA2 in LS S2-2200067 of their intention to work on 5G ProSe security solution via providing both Control Plane and User Plane security solutions. An early version of CP security solution was included in TS 33.503 at an early stage. 
Proposals were made to complete the SA2 work in SA2 #150E and SA2 #151E, but as stated in LS SP-220371 / S2-2204904, the SA2 CRs failed to get agreed in the meeting. The concerns expressed in SA2 #150E and SA2 #151E included a risk that the CP security solution might not be completed in time for Rel-17 or it might not include secondary authentication procedure.  
2 How things have changed since SA2 #151E
The originators would like to ask TSG SA to re-consider the CR provided to this meeting in SP-220643, since some important points have changed already since the SA2 meeting week:
1. SA3 have sent TS 33.503 to TSG SA #96 for approval in SP-220541
2. The new TS 33.503 contains both CP and UP solutions. The new TS 33.503 has addressed the main pending issues as identified in Work Item Exception for 5G_ProSe Security Aspects in SP-220349 (ProSe keys storage, secondary authentication procedure details).
3. The slice-based selection of AMF that supports the CP security procedure is updated as follows:
a. The updated proposal is aligned with the latest version of TS 33.503 that is presented for approval
b. The proposed procedure is very light weight and it does not require any additional RSC to S-NSSAI provisioning other than what has been specified already (i.e. the RSC binding of earlier revisions is removed)
c. The procedure for AUSF selection refers to the one that is documented in the lastest version of TS 33.503 (i.e. the proposal to add AUSF CP security capability in NF profile is removed)
Revised version of SA2 CR merging the contents of two CRs (TS 23.304 CR 0102 and 0104) according to the above principles is provided as a company contribution to TSG SA #96 in SP-220643. 
3. Proposal
It is proposed to keep both CP and UP security solutions as part of 5G ProSe in Rel-17 and to approve the related CR in SP-220643 (TS 23.304 CR 0102r4) that is needed to align the SA2 work with the latest version of TS 33.503 provided by SA3 for approval to this meeting. 

3GPP
SA WG2 TD


 


 


SA WG2 Temporary Document


 


Page 


1


 


3GPP


 


SA 


WG2 TD


 


3GPP TSG SA Meeting #96


 


SP


-


220


642


 


June 7


th


 


–


 


10


th


, 2022 ; Budapest, Hungary


                   


 


 


 


Source: 


 


Nokia, Nokia Shanghai Bell


 


 


Title: 


 


Discussion on 5G ProSe Control Plane Security procedures


 


Document for: 


 


Agreement


 


Agenda Item: 


 


3.5 


(


Discussion papers on work in Rel


-


17


)


 


Work Item / Release:


 


5G_ProSe / Rel


-


17


 


Abstract of the contribution: This contribution proposes way forward on the 5G ProSe CP security 


procedures


 


1 Progress in SA2 #150E and SA2 #151E


 


SA3 had informed SA2 in LS


 


S2


-


2200067


 


o


f their intention to work on 5G ProSe security solution via providing both 


Control Plane and User Pl


ane security solutions. An early version of CP security solution was included in TS 33.503 at 


an early stage. 


 


Proposals were made to complete the SA2 work in SA2 #150E


 


and SA2 #151E, but as stated in LS


 


SP


-


220371


 


/


 


S2


-


2204904


, the SA2 CRs failed to get agreed in the meeting.


 


The concerns expressed in SA2 #150E and SA2 #151E 


included a risk that the CP security solution might not be completed in time for Rel


-


17 or it might not include secondary 


authentication procedure. 


 


 


2 How things have changed since SA2 #151E


 


The origi


nators would like to ask TSG SA to re


-


consider the 


CR


 


provided to this meeting


 


in


 


SP


-


220643


, since some 


important points have changed already since the SA2 meeting week:


 


1.


 


SA3 have sent TS 33.503 to TSG SA #96 for approval


 


in 


SP


-


220541


 


2.


 


The new TS 


33.503 contains both CP and UP solutions. The new TS 33.503 has addressed


 


the main pending 


issues as identified in


 


Work It


em Exception for 5G_ProSe Security Aspects


 


in


 


SP


-


220349


 


(ProSe keys storage, 


secondary authentication procedure details).


 


3.


 


The slice


-


based selection of AMF that supports the CP security pr


ocedure is updated


 


as follows:


 


a.


 


The updated


 


proposal i


s


 


aligned with the latest version of TS 33.503


 


that is presented for approval


 


b.


 


The proposed procedure is very light weight 


and it does not require any additional RSC to S


-


NSSAI 


provisioning other than wha


t has been specified already 


(i.e. the RSC binding of earlier revisions is 


removed)


 


c.


 


The procedure for AUSF selection refers to the one that is documented in 


the lastest version of 


TS 


33.503 (i.e. the proposal to add AUSF CP security capability in NF profil


e is removed)


 


Revised version of SA2 CR merging the contents of two CRs (TS 23.304 CR 0102 and 0104) according to the above 


principles is provided as a company contribution to TSG SA #96


 


in 


SP


-


220643


. 


 


3. Proposal


 


It is proposed to keep both CP and UP security solution


s as part of 5G ProSe in Rel


-


17 and to approve the related CR


 


in 


SP


-


220643


 


(TS 23.304 CR 0102r4) that is needed to align the SA2 work with the latest version of TS 33.503 provided 


by SA3 


for approval to this meeting. 


 


 




   

SA WG2 Temporary Document   Page  1  

3GPP   SA  WG2 TD  

3GPP TSG SA Meeting #96   SP - 220 642   June 7 th   –   10 th , 2022 ; Budapest, Hungary                           Source:    Nokia, Nokia Shanghai Bell     Title:    Discussion on 5G ProSe Control Plane Security procedures   Document for:    Agreement   Agenda Item:    3.5  ( Discussion papers on work in Rel - 17 )   Work Item / Release:   5G_ProSe / Rel - 17   Abstract of the contribution: This contribution proposes way forward on the 5G ProSe CP security  procedures   1 Progress in SA2 #150E and SA2 #151E   SA3 had informed SA2 in LS   S2 - 2200067   o f their intention to work on 5G ProSe security solution via providing both  Control Plane and User Pl ane security solutions. An early version of CP security solution was included in TS 33.503 at  an early stage.    Proposals were made to complete the SA2 work in SA2 #150E   and SA2 #151E, but as stated in LS   SP - 220371   /   S2 - 2204904 , the SA2 CRs failed to get agreed in the meeting.   The concerns expressed in SA2 #150E and SA2 #151E  included a risk that the CP security solution might not be completed in time for Rel - 17 or it might not include secondary  authentication procedure.      2 How things have changed since SA2 #151E   The origi nators would like to ask TSG SA to re - consider the  CR   provided to this meeting   in   SP - 220643 , since some  important points have changed already since the SA2 meeting week:   1.   SA3 have sent TS 33.503 to TSG SA #96 for approval   in  SP - 220541   2.   The new TS  33.503 contains both CP and UP solutions. The new TS 33.503 has addressed   the main pending  issues as identified in   Work It em Exception for 5G_ProSe Security Aspects   in   SP - 220349   (ProSe keys storage,  secondary authentication procedure details).   3.   The slice - based selection of AMF that supports the CP security pr ocedure is updated   as follows:   a.   The updated   proposal i s   aligned with the latest version of TS 33.503   that is presented for approval   b.   The proposed procedure is very light weight  and it does not require any additional RSC to S - NSSAI  provisioning other than wha t has been specified already  (i.e. the RSC binding of earlier revisions is  removed)   c.   The procedure for AUSF selection refers to the one that is documented in  the lastest version of  TS  33.503 (i.e. the proposal to add AUSF CP security capability in NF profil e is removed)   Revised version of SA2 CR merging the contents of two CRs (TS 23.304 CR 0102 and 0104) according to the above  principles is provided as a company contribution to TSG SA #96   in  SP - 220643 .    3. Proposal   It is proposed to keep both CP and UP security solution s as part of 5G ProSe in Rel - 17 and to approve the related CR   in  SP - 220643   (TS 23.304 CR 0102r4) that is needed to align the SA2 work with the latest version of TS 33.503 provided  by SA3  for approval to this meeting.     

